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IC-75-2565

28 October 1975

MEMORANDUM FOR: AD/DCI/IC

SUBJECT Compartmentation and Control of
Intelligence Matcrials

-

N B Iﬁﬁisftlwu'for sotie drastlc changes to be made fn O

the way that the ITntelligence Community handles the control

of intelligence maierials. The present system of classification

and compartmentation of both raw and finished intelligence

is not serving its intended purpose. It often does not
protect truly sensitive Jnfovmatlon and it fails to. ensure . .
"VdpproprJuu,Adlsaep1ndtlon Of thosé-materidls which ™ are ‘not v

truly sensitive.

kT The Corumnity - should tdakKe d compleétely. objective
look at how we are, or are not, protecting those matters
which are sufficlsntly sensitive to warrant the highest:
control. We should at the samwe time try to find a system-
catic way to wonvey useful: information tora. widexr.audience in
fhe Govarnment, in corporations,. and in institutions of
hicher leavning, without, iu the process, jeopardizing our
sources and wmethods. .. - Lo FERNORTIRE L
Fowecan we reconacile these laudable but conflicting
’ xﬁhit*tuvaﬂ?;:ﬂo ore2 knows~-yebd -But, the.job. mugtibe done . .
LRE intelligance is to HHTV!JD_ab an P:!“CthC;uOOI for:;: 2:;¢v‘541aévhr

natilonal nolicymakers. : : : e e

bt

e

4. The rrobicm 18 eutremely complex and becoming more
5G.  The manber of codewords or control acronyms, for example,
is growlay and tois compounds the problem of product utility.
Two menberss of tne IC Staff recently compiled a list of the

':rjouq sategories of classification, compartmentation, sub-
sapartoentation, control endewords, caveats, and routing

stricilions {(landle Vias;. They counted a total of 40 (and
sobaed tiat undoubpiadiy thers were others that they were not
aware ¢i). Assurminag (as is not the case) complete flexibility
L Japlszq all ol these,‘fnuj nalCUl“th that there are, Wi
over 4 hillion possiblecombinatiorns of’ these "réstrictorsh 2t
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5. This presents a problem for policymakers, some of
whom are in effect denied information of legitimate interest
to them. It is also a problem for those policymakers who, _
once they see a list of caveats and controls spelled out, ; |
can seldom be sure how far they can go in making use of the S
1nformatlon, or with whom they can discuss it.

6. The problem can also be an analyst's nightmare. !
Inter alia, knowing that the compartmentatlon exists and :

., ... that the number of categorles is.. prollferatlng, no analyst = ;ﬁ'p,,,:i
' % oan ever -be certain-that he has’access to the® friformation’he’ il T
needs to know. It is-also a security officer's: nightmare. f :

;_When 'such- conferencing projects such as. CONTEXT -and related Y

“ragtivities come into being, for example, how'will anyShe be "/
able to be sure about the clearances of others 1n the net° .

BodTe e i 7. Another part‘of the ?roblem“lnvolves the paSSLng LA e
Cof lnformat1?n_IQ_m1l1taxx_QQmméﬂQ§_QQQ_EQQAE_EEQQ£§EBEE§__1 ' -
units (e.g., 25%1
= . 25%1

. 8. B I strongly recommend that thlS many—headed Hydra"'
ibe handled by a task force. made up of representatives from
throughout the community (1nclud1ng COMIREX, the SIGINT

. Committee, and a sensible person from DDO), and chaired by a

. . "hard=-nosed, knowledgeable type of the cut of a Sherman Kent = - .

.. L.isl e (not- Sherm himself,. .obviously)..: No ‘one individual can:do : .= v oo

w7 this job in its entirety in. a reasonable "amount: of- time.’ . el

- "And I believe that the task should be done in its entirety
., xather than. plecemeal. I have a feeling that .if this .

; problem is attacked plecemeal it, like the aforementloned

T - - T .A: .'. .
o : ‘.'.'

oo . R
LT canC,

ool Ll Calknzo Gt
. ,: -

» .3;fl;Hydra, will . grow a couple of heads to offset the loss of

) "< each one cut off. LT P BN
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